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Respectfully dedicated to

https://www.youtube.com/watch?v=7zDH8wTSwu4
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Spray -> Phish -> PS Remote Session

Network #1



Red Team Scenario #1
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PPK -> SSH

Network #2



Red Team Scenario #2
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Google Authenticator -> GEM

Network #3



Red Team Scenario #3
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SMB -> Redis

Network #4
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HADESS.IO



HADESS.IO

LAPS -> MS17-010

Network #5



Red Team Scenario #5
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AS-REP

Network #6



Red Team Scenario #6
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Phish -> Share -> KeePass

Network #7
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Mount

Network #8
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Impacket -> DPAPI -> RDP

Network #9
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RDP -> DCSync -> Golden Ticket

Network #10
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OWA

Network #11
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GPO

Network #12
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LDAP -> SMB -> VNC -> WInRM -> SQLite

Network #13
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SVN -> WebShell

Network #14
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EncFS

Network #15
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SMTP

Network #16



Red Team Scenario #16
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AI -> SQL Injection

Network #17
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FTP -> Path Traversal -> CVE

Network #18



Red Team Scenario #18
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Misconfig -> Init.d

Network #19
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Exif -> Kerberos

Network #20
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AWS -> S3

Network #21
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CVE -> MySQL

Network #22
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Misconfig -> 00-header

Network #23



Red Team Scenario #23
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GPO

Network #24
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RDP -> Golden Ticket -> Ticket Injection

Network #25
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SMTP -> LDAP -> Phish -> Shadow Copy -> WMI

Network #26



Red Team Scenario #26
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https://hackthebox.com/

resources

Red Team Scenario #X



"Hadess" is a cybersecurity company focused on safeguarding digital assets
and creating a secure digital ecosystem. Our mission involves punishing hackers
and fortifying clients' defenses through innovation and expert cybersecurity
services.

HADESS
cat ~/.hadess

Email

MARKETING@HADESS.IO

Website: 

WWW.HADESS.IO

To be the vanguard of cybersecurity, Hadess envisions a world where digital assets are safeguarded from malicious actors. We strive to create a secure digital ecosystem, where
businesses and individuals can thrive with confidence, knowing that their data is protected. Through relentless innovation and unwavering dedication, we aim to establish Hadess as a
symbol of trust, resilience, and retribution in the fight against cyber threats.


